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NetworkAccessing

HIKVISION
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Hikvision DDNS Introduction

HiDDNS is a FREE dynamic domain name server provided by Hikvision, which offers a persistent domain
name for non-static IP devices. DDNS technology is widely used in various Hikvision devices (e.g., DVR,
NVR, IPC, etc.) without having to register for a third-party domain name.
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Basic ITNetworks HIKVISION

Don’t be frightened off by IT Networks, there are some simple rules to remember.
Everything has to have an address — just like your house needs a number to get your

post, and there are maximum distance to consider.(fibre optic cable may be used to counter issues with

distance and bandwidth) 192.168.1.4

pore

\\\ ﬁ 192.168.1.5

||||||

192.168.1.3
192.168.1.2 —a2

WIFI AP

192.168.1.6
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switch

e 90 meterrule
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switch

switch

192.168.1.7
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BasicIPCCTV HIKVISION

The components of an IP CCTV system are the same as any other IT device on a network, they
need an address and to be visible to connected devices. Switches may include PoE (Power over

Ethernet) to power the CCTV camera
192.168.1.8

192.168.1.4

192.168.1.3 ! |\\\ lapton
—

WIFI AP

192.168.1.5

192.168.1.2

192.168.1.6
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switch
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- 192.168.1.7 192.168.1.9

192.168.1.1 90 meterrule
T aeta

-

,,,,,, P s 192.168.1.11

-

switch

laptop

switch 192.168.1.10
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Remote Surveillance HIKVISION

When we want to remotely view a device, we can do so across a network (LAN & WAN) as long as

the devices are ‘visible’. Live view, playback, video downloading and parameter configuration can
be utilised by an authorised user via client software or web browser.

Remote viewing from outside the LAN or WAN will require ‘route’ to be provided to the network
and then a ‘access’ to the devices.

® >

Mobile Phone

P
\ I
NVR Router

IVMS-4200
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Static & Dynamic IPAddress HIKVISION

When remotely accessing IP CCTV devices, we said that we need them to be ‘visible’, many domestic and some
business ADSL/Broadband connections may not have a static IP address but a dynamic one.

This doesn’t matter when a device inside the network needs to get out to the internet for a remote connection as it uses

a DNSk- Domain Name System to guide it, but when you are out of the network and need to get back in to ‘route’ to the
network.

r} 172.120.124.132

Mobile Phone
iVMS-4200

IPC

NVR Router

A dynamic IP address can change and is out of your control, it is changed by the ISP whenever they re(1uire itto be
changed. However Hikvision provide a free DDNS (Dynamic Domain Name Systems) which automatically maps the
dynamic IP address of the site to a fixed IP address for you to use to ‘access’the network.
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Port Forwarding HIKVISION

So we are still trying to access our device remotely, we now have a ‘visible’ system on a network, we have a ‘route’ toit, BUT we
can’t ‘access’ it. This is because access is through a series of locked doors (or ports).

So we now need to allow the doors to the CCTV system to be opened so we can getto the IP CCTV system.
So we need to Open the Ports and Forward the Port to the IP CCTV system.

Hikvision standard ports are:

e 80— HTTP (web)

° 8000 — Server (device)

° 554 — RSTP Real Time Stream Protocol — (video)

In the router setup, these 3 ports needs to be opened and ‘port forwarded’ to the IP address of the NVR or device you want to
connect to remotely.

http://www.portforwarding.com/

http://www.yougetsignal.com/tools/open-ports/

NOTE: You can change these default ports, ormay be required to by the end user, if so make sure all devices are changed to matchand the
port forwardingis fromthe relevant assigned ports.
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Network Configuration HIKVISION

Direct Access
GUI

iVMS-4200
VMS Software

Web Browser

NOTE: There are several ways of accessing a recording device to set it up for network
access, you also need to consider if access is going to be accessing the device on a local
network, remotely or both.
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Recorder Network Access HIKVISION

Manual Configuration from the device through the GUI

o First, configure the recorder network parameters to ensure access is available over a network.

Configuration

# General General PPPOE DDNS NTP Email FTP SNMP NAT More Settings

NIC Type 101 00M/1000M Self-adaptive

\  Alarm Enable DHCP [ |

IPv4 Address 192 .168 .1 .64
IPv4 Subnet Mask 255 255 255 .0
Live View IPva Default Gateway 192.168 .1 .1

RS-232

Exceptions IPv6 Address 1

IPv6 Address 2

IPv6 Default Gateway
MAC Address
MTU(Bytes)
Preferred DNS Server
Alternate DNE Server

User

Hot Spare

Menu - Configuration - Network - Basic Configuration
You need to set IP4 Address, Subnet Mask, Gateway, Preferred &Alternate DNS, all IP4 network address settings need to be
relevant to the network the devices will be placed on.

NOTE: If DHCP is enabled then DNS Settings will be greyed out

First Choice for Security Professionals
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Recorder Network Access HIKVISION

To remotely access the device, the correct ports need to be opened and forwarded correctly.

o Second, setport mapping inthe router configuration.

i & e wr B 192.168.1.1\

[T Favorites Bar

Status
=

Qss

Network

D Service Port IP Address Protocol Status Modify
Wireless
DHCP 1 80 192.168.1.100 TCP Enabled Modify Delete
Forwarding 2 8000 192.168.1. 100 TCP Enabled Modify Delete
_ \Viirtual Servers 554 192.168.1. 100 TCP Enabled Modify Delete
- Port Triggering [ AddNew.. | [ Enableal | | Disable Al | [ Delete All |
- DMZ
-uUPnP -

Previous Next

Secunity

Parental Control

Access Control

Enter the port forwarding page of router and map relevant ports (default as 80, 8000 and 554) — if you change from default
setting, all device and router settings MUST be the same.

NOTE: For help setting up the router you can refer to www.portforwarding.com
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Recorder Network Access HIKVISION

Use DDNS settings to access your device, this may be because only a dynamic IP address is
available, or no external static address known.

o Configure Hikvision DDNS settings

Configuration

# General General PPPOE DDNS NTP Email FTP SNMP NAT More Settings

HIiDDNS
wwnw hik-online.com

A Alarm

SiE test76545

Live View

Exceptions
& User

Hot Spare

Menu - Configuration - Network - DDNS
Enable DDNS, then select the preferred DDNS service.

NOTE: Make the Domain name as unique to anindividual system as possible to ensure there are no conflicts with others
(e.g. hikvisionmaidenhead1345). Domain name allocation is on first come first served basis. Names must start with
lowercase letter or number.

First Choice for Security Professionals
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DDNS Management Platform

* If you have already registered an account, you can use your account and password
to login. It will indicate you to select an country to refresh your information.

Hikvision Domain Name System language: | English [

Tip

* Please select
the country:

China v P

The country cannot be changed once saved, please select it prudently.

First Choice for Security Professionals
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DDNS Management Platform

HiDDNS supports web browser log-in, this is not required but recommended if you are

managing multiple sites/systems for better DDNS management.
DDNS log-in address: http://www.hik-online.com

Hikvision Domain Name System Language: | Engish  [z]| @ Help

Forget password?

Did you register? Please register now!

Register

First Choice for Security Professionals
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DDNS Platform HIKVISION

- Choose "Register New User" and fill in relevant information to complete the registration
process.

..“DDNS
w‘ Dynamic Domain Name Server

Register new user

Add User

* User Name:

Only Chinese,numeric,English letter,underline and non-white space are allowed. Length Range
[6~64].

* Password:

The password must contain at least two of the required character types: uppercase letter,

lowercase letter, special characters , and numeric. Length Range [6~32].

* Confirm Password:

The password must contain at least two of the required character types: uppercase letter,

lowercase letter, special characters , and numeric. Length Range [6~32].

First Choice for Security Professionals
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DDNS Platform HIKVISION

o  After registration completes, log into the DDNS management platform

e Addyourdevice in ‘Device Management’ (You must manually add the device here. You devices will NOT
automatically be added to your account.)

e Fill in device name, device serial No. and HTTP port
° Click OK
o NOTE:If HIDDNS is set up on the device, you do not need a Management Account to use it.

Add Device x
Device Status

. * Device Serial No.:
Device Management Add
* Device Domain:

Index Device Domain ort Platform Effective Port
Only numeric, lower case letters and " are supported, and the

string cannot be ended with '_' or space, The length range [6-
64]

* HTTP Port: | 0

Normally please do not change the default port value ‘0",
unless NAT function is enabled on the router and the external
Page /1 http port is of different value from the internal. In that case

please input the value of external port here.
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DDNS Platform

After adding the device, you can go to ‘Device Status’.

The device status can now be seen:

- 'Device offline’” will display if the device/site is not available;

HIKVISION

- the device link URL is visible if it is online, and can be clicked to directly access to the device.

_EDDNS
~eA

Dynamic Domain Name Server

Device Status

'}e'vice Management

Device Status

Index Device Domain
1 lanway8888

2 ghdhjgm

3 lpdrl2345

4 testz201516

5 461704863

[4 4 Page 1

yak

3

Fl

Export

Device Link URL
http://cn.hik-online.com/lanway8888
httpy//en.hik-online.com/ghdhjgm
http://cn.hik-online.com/Ipdr12345
Device offline  + Diagnose
httpi//en.hik-online.com/461704863

&
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Device Serial No.

406054256

421745035

426195104

444979303

461704863

Dynamic IP
122.96.178.69
120.6.219.29
125.111.158.106

115.236.50.18

123.170.251.166

Port

80

81

30161

95

90

English ~

Input the search condition

Time of Creation

2014-04-22 12:20:31

2014-01-17 12:24:05

2013-07-16 11:51:57

2014-06-05 08:40:38

2014-05-07 10:50:07

A quzicheng =

Q x

Time of last Conne...

2015-02-27 16:57:48

2015-02-28 08:27:19

2015-02-28 08:55:01

2015-01-29 18:28:14

2015-02-28 02:06:47

Displaying 1 -50of 5

= Logout
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Accessing Methods HIKVISION

Support IE, Firefox, Google Chrome, iVMS-4500, iVMS-4200 for accessing devices.

. A\
@ €
. 4 '

“ DDNS Management System vio

4200
Intelligent Video Management System

Initializing, please wait._(12%)
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Accessing Methods

e iVMS-4200 Client Software

HIKVISION

o Add a device through Device Management and then you can use Remote Configuration

to configure the device.

m View Tool Help

- _ = e
mm Control Panel &=2 Device Management

Operation and Control

parameters.

Device Management

The management of the devices and
groups: adding, deleting,and the
configuration of the resources.

A Account Management
py eting users and assigning
rmissions.

First Choice for Security Professionals
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iVMS-4200

Remote Playback
Searching the record files and

playback.

Event Management
tion of alarm, abnormal

/ and backup

admin & { = a

difying, deleting, and basic
tions of E-map

Record Schedule
Configure the recording schedule and

related parameters.

System Configuration
Configure general parameters




Accessing Methods HIKVISION

|IE Browser Accessing using HIDDNS
e htt;f)://wvwrv.2345.com‘ - Windows Internet Exelorer

;/ =) &  http://www.hik-online.com/test12345

77| 4 Login - Windows Internet Explorer fellle ==
@Q < |@ http://75.154.255.118/doc/page/login.asp - I 45 I xX ' I | Bing 5 = Mg

S WEEs= @ Login

n

User Name

Password

SHikvision Digital Technology Co., Ltd All Rights Reserved.

Input domain name in |E browser directly, such as http://www.hik-online.com/test12345
(HTTP port number is not required) you will then be automatically directed to the webpage showing the IP

address

First Choice for Security Professionals
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FAQ HIKVISION

e Troubleshooting Accessing Remote Devices

Check the HiDDNS is

Ensure the port is

Ensure the WAN IP

accessible

mapped out

is accessible

Use WAN IP via browser to

Ping "WAN IP" to ensure Use "telnet" to test whether devi dth
the accessibility the portis mapped out conngct to evice an then
try HiDDNS to visit the
device

You can use this website to test ports http://www.yougetsignal.com/tools/open-ports/
or use Telnet from your computer

NOTE: Also refer to HIDDNS FAQ for more Troubleshooting information

First Choice for Security Professionals
Entry 23




FAQ HIKVISION

o Requirements of Remote Device Access

Network configuration

Port forwarding
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Howtouse "ping" command HIKVISION

e Press"win+r" and input "cmd" in the dialog box
e Orgoto Start Menu and type “cmd” into search box.

= Run @

= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: m -

B This task will be created with administrative privileges.

| ok || cancel || Browse.
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Howtouse "ping" command HIKVISION

e Type "Enter" and input "ping+ device IP“ and press enter/return on keyboard; PC will
communicate 4 times and obtain the network status of device
e e.g.ping 192.0.0.64

o If “Request timed out” is displayed — there is no network connection with the IP
address/device — check your network; or the firewall is blocking the ping command.

BR Administrator Ch\Windows\system32hcmd.exe [ || | (3]

== [Verszion 6.1.76811]
il Connect time out A? Micro=zoft Corporation. HAll rights reserwved.

C-xlsers~fe weruirping 192.8.8.64

Pinging 172_BNH@A.64 with 32 bhytes of dita:c
Requeszst timed out.
Request timed out.
Regquest timed out.
Regquest timed out.

Ping statistics for 192_0_0_64:
Packets: Sent = 4, Received = B, Lost = 4 {188+ loss>.

First Choice for Security Professionals




Howtouse "ping" command HIKVISION

e Input "ping+IP+'-t
e e.g “ping172.8.2.35-t” as below

C:\¥IRDO¥S\system3Z2\cmd.exe — ping 1T7T2_.8.2_.35 —t

1 ~ 5.1.266881
15—2801 Microsoft Corp.

C:\Documents SCettings\Administratorx»’ping 172_.8.2_.35 —t¢

Pinging 172 _.8.2.35 with & Jbuytes of data:s

from
from
from
from
from
from
from
from

TTLisOor1l

“TTL” is ‘Time To Live’, TTL-1 when pass
each router, you have packet loss when

172.8.2.35:=
172.8.2.35:=
172_.8.2.35:
172.8.2.35:=
172.8.2.35:=
172.8.2.35:=
172.8.2.35:=
172.8.2.35:

First Choice for Security Professionals

bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
T

time<lms
time<lms
time<lims
time<lims
time<lims
time<lims
time<lims

time<lims
time<lims
time<lims




Howtouse Telnet Command HIKVISION

e Input “telnet+IP+port” and PC will start communicating and get status of device port
o Eg. “telnet 172.8.2.358000 ” and “telnet 172.8.2.35 80”, unavailable status is as follows

CAWindows\system32\cmd.exe I o | = ‘%l

Microsoft Windows [Uersion 6.1.76811]
Copyright <{c> 28689 Microsoft Corporation. All »ights reserved.

C:\Users\gimengxingtelnet 172.8.2.35 80080
Connecting To 172.8.2.35...Could not open connection to the host,. on port 880606:
Connect failed

C:\Users\gimengxingtelnet 172.8.2.35 80
Connecting To 172.8.2.35...Could not open connection to the host,., on port 88: Co
nnect failed

C:\Users\gimengxing>

NOTE: If your laptop does not have telnet enabled you can go to : Windows Control Panel - Program & Features —
select Turn Windows Features On or Off and tick the box to enable Telnet Client
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Howtouse Telnet Command HIKVISION

Eg. “telnet 10.17.6.120 8000 ” and "telnet 10.17.6.120 80“; normal accessibility is as below:
: =)

C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011]
Copyright {(c> 208089? Microsoft Corporation.

All »ights reserved.

C:\Users\gimengxinc>telnet 18.17.6.120 808060

"

C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76011]

Copyright {(c> 2808? Microsoft Corporation. All rights reserved.

C:\Users\gimengxing>telnet 18.17.6.120 804

Telnet 10.17.6.120

First Choice for Security Professionals
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FAQ

Q: How to modify the port of a device ?

£ General

A Alarm

& RS-232
Live View
Exceptions

2 User

General PPPOE DDNS NTP Email

Alarm Host IP

Alarm Host Port

Server Port

HTTP Port 80
Multicast IP

RTSP Port 554

Enable High-speed Dow... I

FTP

SNMP

NAT

Menu - Configuration - Network Configuration - More Settings

Modify the server Port, HTTP Port and RTSP Port.

First Choice for Security Professionals
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FAQ HIKVISION

Q: What can go wrong when configuring DDNS ?

DDHS

[¥/] Enable DDNS

DDMS Type HIDDMS -
Senver Address www. hik-online.com

Ciomain test12345

User Mame

Password

Confirm

............................... S EWE ................................ @ Domain Conflicted

1. Ensure the network settings are correct;

2. Menu - Configuration - Network - General and ensure the preferred DNS address is
filled in correctly. (8.8.8.8 OR 8.8.4.4 is recommended. )

3. If the domain name is already taken, Domain Conflict will be displayed.
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FAQ HIKVISION

Q: | can see the device via IE, but not with client software ?

1. Ensure the 8000 port is mapped out (test with telnet);
2. Update client software.

Q: | can access the device via client software, but not from IE ?

1. Ensure the 80 port is mapped out (test with telnet);
2. Update IE Plugin.
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FAQ

Q: How can | check whether the device is online or offline ?

EDDNS
P  Dynamic Domain Name Server

=~
51

Device Status Device Management

Device Status Export

Index Device Domain Device Link URL

1 lanway8888 http://cn.hik-online.com/lanway8888
2 ghdhjgm http://cn.hik-online.com/ghdhjgm

3 Ipdrl2345 http://cn.hik-online.com/Ipdr12345
4 testz201516 Device offline  + Diagnose

5 461704863 http://cn.hik-online.com/461704863

4 4 Page 1 P2 B

Device Serial No.

406054256

421745035

426195104

444979303

461704863

Dynamic IP
122.96.178.69
120.6.219.29
125.111.158.106

115.236.50.18

123.170.251.166

80

81

30161

95

90

English ~ | & quzicheng ¥ | (E Logout

Time of Creation

2014-04-22 12:20:31

2014-01-17 12:24:05

2013-07-16 11:51:57

2014-06-05 08:40:38

2014-05-07 10:50:07

* Login to www.hik-online.com and create a new account.

* Choose “Device Management” and add device (Device Name should be the same as

domain name).

* Then enter “Device Status” to check the online status.

First Choice for Security Professionals

Q | x
Time of last Conne...
2015-02-27 16:57:48
2015-02-28 08:27:19
2015-02-28 08:55:01
2015-01-29 18:28:14
2015-02-28 02:06:47

Displaying 1 -5 of 5
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FAQ HIKVISION

Q: When the device shows the URL link, but I still cannot access it?

Add Device X

* Device Serial No.:

* Device Domain:

Only numeric, lower case letters and '_' are supported, and the
string cannot be ended with '
64]

' or space, The length range [6-

* HTTP Port: | O

Normally please do not change the default port value 0" ,
unless NAT function is enabled on the router and the external
http port is of different value from the internal. In that case

please input the value of external port here.

| QK || Cancel

1. The dynamic IP obtained is not correct.

2. The port obtained is not correct. -> Enter “Device Management” and modify the port of

device to the correct one.
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FAQ HIKVISION

Q: | am unable to register the device to web ?

1. HiDDNS does not support domain name starting with upper case letter,
2. Your Domain name must begin with lower-case letter, a~z, 0~9 and (-)

Q: Fail to live view the device through IE and client.

1. 554 port is occupied or RTSP is not mapped out
2. UPnP and manual port forwarding are used at the same time
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FAQ HIKVISION

e Q:Why can’t | access the device on some networks ?

For some network systems they will use complex network topology e.g VLAN (Virtual LAN)
or VPN (Virtual Private Network). So you will not be able to make port-mapping successful.

Confirm if you have been issued with a WAN or LAN IP, and consult the Network
Administrator for support.

First Choice for Security Professionals
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Traditional video surveillance access

Client access failuredue to
complicated network
environment.

Router

I I I Il Firewall

network 7

Manual IP configuration
—— i R T O
DVR NVR

Manual IP configuration

I II Firewall

Router
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Hik-connect brings convenience HIKVISION

- Browser

Cell phone

\ Step 1: Download APP
Step 2: Login

\ / Step 3: Scan QR code

Hik-connect simplify network
processing of client access.

- / N\ N
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Traditional VS Hik-connect HIKVISION

Domain access setup Hik-connect setup

Connect cable
to Start

Connect cable
to Start

Configure Network Parameter

Register

Easier, Faster

Port Forwarding Add device

Register Domain

Live View Video

Visit Domain

Live View Video

* No port mapping configuration.
* Adopt private network penetration. As for the shortage of IPV4 address, traditional DDNS is not for all
network anymore.
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Real-time alarm push HIKVISION

e Feature:
Alarm message push to the mobile client.
o Benefit:

Get the spot scene at the first time so as to take emergency methods and reduce the

loss of property.

~~
( Internet )
D
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Two-way audio HIKVISION

Video talk

* With the high quality microphone and speaker builtin the
camera, you can talk with your family.
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Highersecurity transmission HIKVISION

B Access via HTTPS and SSL for secure transmission
* Benefit: User’sinformationis highly protected in case of network hacker.

B Encrypt video data for storage
* Benefit: To preventillegal peeking and protect user’s privacy.

HTTPS, SSL
(J

Encryptvideo
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Hik-connectTotal Solution HIKVISION

DE series

Hikyision provides a total solution to support Hik-connect service.
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Product Showcase HIKVISIO

2010 series I g
DE series PTZ ,—-
dome "
e Y e 2
All 2 series
2Q10 series

Others to be continued...

DS-76/77/86/71 series
m DS-71/72/73/81 series
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